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ABSTRACT

A Secured commumication syster with neural encoder /decoder is designed and enlanced
by providing an Encryption and Decryption algorithin based on a one-dimensional
reversible cellular automata.. The capabilities of neural networks are used to design a neural
encoder /decoder for secured data conmunications. The generalised delta rule for feed
forward with bhack-propagation techniaue is used for designing the neurai nerwork. Using
computer simulation the performance of the systein is evatuated for different siwnal to noise
ratios. The design algorithm of the neural encoder /decoder together with the encryption
decryption algotithimi is given Commparisons between the performance of neura! decoders
and thar of several conventional ones are discussed. At probabilities of error of 10 and
10%, the neural coding gam is found to be ahout § dB.
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1. INTRODUCTION

Digital communication sysiems have three types of coding nameiy; source codes. secrecy
codes aud error control codes (also called chunnel codes). The source codes include codes
used to fonnat the dava for specialised modulator, Secrecy codes cuicrypt infoanatiou so
that the iuformation cannet be understood by auyone excepr the mtended recipizit. Chaunel
codes are used to0 increase its inmumity Lo ooise, This is accomplished by insening
controlled redundancy mto the wansmitted informatiua siream{ 1] thar leads to a decrease in
the mformation transmissiou rate. Such rate can be mereased by using the neural coding. As
electric communication replaces written couununication, secutity becomes increasingly
important, it wust be assured deit only the mtcaded receiver can extract Wie message. An
aniificial neural network can be trained ta recogvise a number of patrems. If a version of
one of these pament, is cooupted by noise, and thea preseater! to a prroperly ramel

nenwork. the network can pravide the original pattem on wlnch ir was rained|2].

Any task that can be done by traditional deserimmaur analysis can be dove ai least as well
(and almost always much better) by neural nevworks[2). Also neural nerworks can be used
as a prediction tool. Neural networks are noy-liear parametric moddels that can
approximiate any input-output relation. Coding is 1o converd M possible meszages iuto M
possible codewords. The codewords should be selected to achieve objectives such as
efficiency and security. Neoral nerworks can be used to satisfy the function of the
cneryption and the chamsel codes to fonm o veuwral communication systen. For vanious
applications, the generalised delta rule for feed-forward with back-prapagation rechnique
can be used for designing the neural network[3.4.5). The leaming paradigi is snmarised
in reference{6). The widest application of this code may be in wilitaty comimurication

svslems

2 SYSTEM OVERVIEW

The proposed Secured cowmnwicatiou systemn consists of a transmission Subsysicm. Lhe
Communication chanmel and the receiver Subsysiem. The vransmission Subsystem consists
of the following stages:

I- A private key cucryptor to receive a frame 2L bvies in Length and ro produce the

Ciphered frarne wath the samne length,
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2- A Dequeue System to receive the Ciphered frame and present it one nibble at a time to

the Neural encoder.
3- The Neural encader which maps the input nibble into a code vector.

The receiver will consist of equivalent subsystems to map the transmitied code vector nto
the equivalent message mibble, followed by an Enqueing system to form the Ciphered frame

whicit is then decrypled using the EA:c'ryption Key
3. BESIGN TECHNIQUE
3.1 The Encrypon/Decryption Systems

In the preseit design, we use an encryptiosydecryption algorithin based on Tine Reversal
Trasfoanntion  [?) i One-dimension. The advantages of this algorithm are its
computational  simplicity,  conservation of wformagon. high perfomance (can be
implemented  as a parallel algodithm) and the possibility of having keys as arxlunetic
functions which provides astrouomical unnbers for the possible key combinations. In ref.
[7], such algorithm has been modeled as N-D Reversible Cellular Automata. In the 1-D
case. a simple rule (kev finction} ean be used to encrypt a Sytubol (byie) using its

immediate neighbours.

The encryvplion/decryption Scheme is designed Lo receive a frame of syibois U and using

the Tome Reversible Transformation[7)]:

UeD={{{U ®m)]-UflrHmod?2 i1
with the key fimction operates on the symbol and 1ts immediale neighbours,
{14 U] =Wy U er-WaU (et Wil () {2)

where W, W. W, are arburary key weights. The time evolution of the above scheme is
completely reversibie and the entropy of the fame itcreases linearly with time steps (t).
Notice that the Decryption System will follow the same outlined steps since the algorithm is

completely reversible
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3.2 The Neora! Transmittcr

Fig. (1) illustrates the uneural network that is used 10 design the neural encoder. Different
structures of hidden lavers with differemt nodes were tried. Tlie proper structure is fouud to
be two hidden layers with twenty nodes such that the error can be minimised rapidly. The
ceneralized delta rule formulated by Rumeihart, Hinton | and Williams ( 1986)[9,10] is used

for leariag the network.
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Fig. (1) Neural Encoder Architeciure

Let m ={my. my. m3, g} be the input mtfommation bits and v = v, v3. v3. vq) be the
encoded-word, the neural metwork has to map the vector m mto a vector v at the
trmsmitting side of the communication system. At the receiver the neural decoder has to
map the vector v intg vector in. Fig. (2 ) shows the blpch-diagram of aneural data
transmitler. The encoder has 16 possible messages The code vectors ate shown in Table
(1} The code vecuns have been cliosen randomly. however the hamming distance between
ay pairis 4 It is to be noted that the transiminred sigual is in a form sinuilar to that of PAM,

thas any unauthonsed receiver will not be able 1o extract the transmited information.
The design algorithm of neural encoder ean be summarised as faliows:

1- Choose the munber of code messages to be coded and fonn the code messages.
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2- Form code wards of the encoder such that the hamming distance between two codes

words is as large as possible.

3- Design the newal network arclitecture with the number of ipput nodes N such thar:

M=2N_ where M is the number of codewords, The newral nerwork output layer will also

bave N nodes.

4. The ciphered nibbles will be ihe mput to the neural network while the associated

codewords will be the ourput.
5- Design the neural rehwork 1o ohtain the weights of the neural uetwork.
6 Implement the neural encoder using sofware or handware techmgue.

Table (1) Encoder code-vectors

Code-vector | Code-Waord
6000 S.1.6.8
nogl 2436
u1lo0 4637
ailo0 3.3.2.5
1000 B5T2
onLy T8 55
Gl19 2953
0101 .B.785 8
LoD 1 S18.8.0
o5 .1.3.6.38
1100 3724
oLLl IS B85 S5
L1101 A7 2
l110 8325156
1011} 1981
1111l 5739
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33 Neural Receiver

The neural decoder is built using the same neural architecture (see Fig. (3)). After
adjusting the weights, the network was tested. On the hasis of experimental results, it has
been considered that if’ the output is greater than .7, then it will be considered one (1
hinary) and ifit is less than .5 it will be considered zero (0 binary). The network can easily
recognise the inputs and map it into the original message. The network maps the vector
v={vl, v2, v3, v4} into the vector m={ml, m2, m3, md}. The neural receiver is shown in
Fig. (2-b).

The design the decoder follows the same steps for the design the neural encoder expects
that the input to the neural network will be the code-word while the qutput will be the

eiphered message.

Tnput
{vector)

Output
{m vector)

Fiz. {3) Neural Decoder Architecture

3, RESULTS AND CONCLUSION

After adjusting the weights, the network can easily reconmise the input and map the input
messages to the code-words at the transmurting terminal. Four bits are transmitted at the
same lime and there is no parity check bits. So the coded-word has the same nurber of
bits as the uncoded one. Hence the rate of information transmilted is the same in the two
cases with the same bit duration. The neural network maps the input vector m={ ml, m2,
m3, m4 } into the code-word vector v={v1, ¥v2, v3, v4} without mistakes. The vector v can
be transmitted using four different carriers (carrier for each information bit). Frequency
synthesisers can be used 10 generale the carrier frequencies required. Frequeney hopping

techniques can be applied to increase the security as well as obtaining its advantages[11].
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Commputer simulation is used to investigate the performance of the neural receiver. Since the
npur bits are transmitted ac the same time, we assumed that the input bits are subjected to
the smne noise level. The neural decoder is trained with 192 input pattems with different

noise levels.

The probability of error is given by[12,13]:

Fy 3
r———) —L.r" l’ﬂ']
L

P(e]=P(x>a): ft (Jzo-:l‘l A {4)

where o~ is the varianee of the random varniable x

£ 2

Pe)=P(x>a)= ! l(d‘i”

[V

efx {5}

The value of the varinuee a4 is ealculated at different signal 10 noise ratins.

Usng this computer simulation the value of s is calculated. The value of variable a {iu equ.
(3)} is the maxiioum noise level at whieh Lthe performanee of the decoder is perfect. The
probability of error is ohtaimed using equ. (5), Fig. (4) shows the probability of error for
vanious SNR for the two cases. namely, the neural system. and the convertional one.
Clearly eoded wansmission results in low probability of error thaa tmcoded iransinission
that uses ASK modulation teehnique overall simals Lo noise rattvs. A comparison between
the probability of error for cuded transmission using neural code and coded transinission
wsing block-code (4,7is given i Fg. (5). Clearly the probability of ervor is the case of

ueural coding is lower than that of block-code.

Table (Z; gives the coding gain for various coding techiniques whet refewred o binary PSK

transimission svstem lor the two values of p(e), namely, pley=10"3 and 10'3[ 14].

The coding gain is used as the basis of comnparison. The codiug gain refers to the aumber of
dB that the signal 19 noise ratio can be reduced from the value required when there are no

coding and stilt provide the same hit error rate. This means that the coding zam A is:
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{signal 10 noise ratia], ...

" [sigmal to noise ratio]

ermicy

The ncwal comununication systes is a secwue code with high rate of nforrmation and it bas
low probability of ciror with coding gain of 3 dB at p{c)=10-3and 1078, The system
parameters were changed gtep by step and test the neural network by the input code
vectors The tolerance of the mpuw weights is found o be 3.3% for the input and outpur

weights whil2 ir is 4. 3% for the weights between the wwo lndden layer

Table (2) Comparisott of coding rechnigaes on @ Gaussian channel

coding technigue coding gain

Prey=i0-3 | Pej=to8

Neural codes v 3 1 5

]
Block codes (hard decision) 3.+ 45-33
Convolutional  coding  with  sequential | 4= 3 6-7
decoding
Convolutional coding with viterbi decoding | 4- 3.3 3-0.3
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