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The poniadarity of the fnternet s led 10 rapid growtlh, and hence a shortiage in IP
wddresses is encowntered. Not omv is the number of people using the Internet
sising, bat they nre attempting to wve the network for applications that ieve never
heen available hefore. To combat these problems, e next peneration of 1P has
Leen developed and standardized to carry TCP/AP nerworks and 2nolications into
the next cettury. Thix npew version, IPv8, contains provisions for more thin
expanded addressing. New features have been adied which support real-time
wmaltimedia delivery, Policy rewing, Improved Security and better performance.
This puper provides a tee’ nicol assessmen? of the IPv6 that covers the major

aspects and differences from IPv4.
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1. Introduction

IP is the lowest level protocol in the Intemet prolocet! suite, providing the foundation
on which most other Internet protocols are built, and the functionality of
interconnecting end systems across multiple nctworks. The ability of IP to meet the
needs of existing and new Internet users and applications controls the future of the
entire Internet protocol suite.

lnitially the computer market has been the driver of the growth of the Internet. The
next phase of growth will probably be driven by other kinds of markets which all have
common characteristie that they are extremely large, and bring with them a new set of
requirements, We can name some of these markets: nemwarked entertainment, video
on demend, device control, und nomadic personal computing devices. This led (o an
exponential growth, doubling in size every nine months or faster. This growth led to
[P address space exhaustion and routing system overioad which are some of the major
obstacles that could preclude the growth of the Internet. The ability to sustain
continuous and uninterrupled growth of the Internet could be viewed as the major
driving factor behind next generation ol [P.

In Section Two of this paper we give a coverage of the role of IP and its Old
Version(4). Next, we discuss the reasons and weakness points of IP that led to the
evolution ol [P nex! gencration in Section Three. In Section Four we set locus on the
[Pv6. Finally a comparative anulysis of both protocols is presented in Section Five.

2. |Pv4; An overview

The [undamental service provided by the TCP/IP Internet software is connectionless.
unreliable, best effort packet delivery. The IP formully specifies the [ormat ol Internct
datagrams, and informally embodies the idea ol connectionless delivery. The latter is
cmbodied by defining how hosts and routers process the packets. [P also performs
routing funclion by choosing a path [or packets o flow,

2.1 IPv4 Addressing Architecture

[n the Internel each host has its own onique address consisting of 2 32-bit value., For
routing simplification each physical network has its own unique network addresscs.
therefore IP address is built of a Nenwvork and a Flost identifications. Routers or
gateways may have one or more addresses [1]. The IP addresses has different classcs
and there arc special formis of Internel addresses as shown below. Fost portion ol a
slandard address elass can be turther partitioned into a subnenvork and a hosi/D.
Subnetting permits several phivsical networks Lo share a single [P network number and
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improves throughput in some network topologies. One disadvamage of subnelling ts
that. it s'izst’y reduces the available address space.

Table 1 [IP Address Classes|

Class Fhats M lols narntwark S D L
Claga a 176 (i6M-2) {1.0.0.0 - 125.0.0.0)
Clags ¢ [i5K2) (64K-2) {127.0.0.0 - 191.255.0.0}
Clags 5 2M-2y 254 (192.0.0.0 - 222.255,255 0}
Clazz O Multicast aodress {224.0.0.0 - 240.0.0.0)
Clas < R =sarved for future use {241.0.0.0 - 248.0.0.0)
Lahle 2.2 [Special Addresses]
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Fragment control fields are |-identihcation ficld used
with the sourge address to idenuty the datagram which
e fragment belongs oo 2-Flags w indwate not 12
fragment datagram or the last datagram fragment. 3-
Fragmen? offser Jield is used to reassemble the
Jawagram, IP address lields are 32-bit long and they
never change ai they present the original source and
the vitimate destinaton. All tormer liclds are of
constant length that should appear in basic datagram
header resulting a total header length of 20 ocue
Datagram Opuans

Header may include other as Oplions. a
vartable jength, field to help monitering and
controling  Internet. Lach  oplion s

represcnicd by two bytwes (option code amd splion Jength) plus variable length option
data bytes. Options supporled by 1Pvd e,

Record Route routers visited by the datagram record their addresses in the open’s data ficld,
Source Route: sender (strictly or loosely ) specitios the daagram path through the net,

Timestamp

routers visited by dhe record v roadros- ond 1he ime they processed the datagram
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Most [P implementations do not use the oplien fields as it inposes more complexity
and delay on the packet processing. The most popular option is the source route as it is
used in the case ol sourcc routing for network diagnoses.

3. The Evolution of IPV6

3.1 CIDR

By the late 1980' there was still plenty of
room [or assignment of class C addresses. but
demand for class B addresses was growing by P
20% a year in 1990 with projections for
cxhaustion by 1993 it nothing was done.
When it became clear that demand for Class
B network numbers was showing no signs of subsiding. the ROAD (RQuting and
ADdressing) group presented a recommendation for the use of CIDR (Classless
Interdomain Routing) as a shori-term solution for address depletion and routing table
growlh problems. CIDR is a minimal extension of {P interdomain routing which uses
the concepl of [P address prefixes. [P address prefixes provide hierarchical abstraction
through a process known as summarization. By summarization. we mean that a pair of
prefixes of length N can be summarized (o a single prelix of length N-1 if the prefives
share the first N-1 bits. This can be applied repeatedly v aggregate multiple routing
cntries into a single entry [3.6]

Uulizadon
$98%8

Frpure 2 {Address Classes Utifization in [996]

3.2 IP Next Generation

Also in response (0 these needs. the Imernet Engineering Task Foree ([ETE) issued 4
call for proposals for a next-generation [P ¢1Png) in July of 1992. A number of
proposals were received. and by 1994 the (inal design for [Png emerged. A major
milestone was reached with the publication of RFC 1732, "The Recommendation for
the [P Next Generation Protocol.” issued in January 1993. RFC 1752 outlines the
reguirements for [Png, specilies the PDU lormals. and highlights the 1Png approach in
the areas ol addressing, routing. and security. A number of other Internet documents
define details of the prowscol. now officially called [Pv6. Figure 3 shows the time line
for developing the new protocol.
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3.3 Proposals

By the time the 1Png area was lormed, the [ETF had already aimed a consideruble
amount ol effort at solving the Internet’s addressing and routing problems. Several
proposals had been made, and some of these reached the level of having a working
group chartered. The [Png Arca cvaluated three 1Png proposals. those were :
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3.31 GATNIP (Common Architecture of the Internet)
The chjective for the CATNIP was 10 provide a common ground for Internel.
120, and Novell Prolocols. [t engbles any of the transport layer protocols (TP4.
C.TP. TCP, UDP. IPS and SPX) to run over any of the newwork laver
protocals { CLNP. lpvd, IPX, and CATNIP). The design also supports 180
MSAP addressing,

3.3.2 TUBA (TCP/UDP over CLNP-Addressed Network}
The ;xcposal lets the existing [nternet transports, and applications t¢ contiaue
to ppzrate unchanged. except for the replacement of the 32 bit address with the
Tonper address. So i1 replaces the 1P with the CLNP. TCP., UDP and
Drausioral TCPIP applications (FTP. Telnet, SMTE. cte.) weuld cur on op
ERERF T

255 IR {Timple v uernet Protocol Plus)
The proposd was made ar a natural merement from Ipvd  Foooco thacomiy
sctead inapad were kepl. The Address size is increasad ivons 3. sie o 894
Cils stosappetts for more fevels of addressing hierarchis. SIPP Addressiing can
B zatended inanits of 64 bits. New features were added s,

SAnveast Cadkdie sang capabilits.

Flow lab ) capabidity.

New Header o prions,

The e pro posals wor2 reviened. and reviewers felt that the SIPP couns wark lor

the Internet bul the fellowimng moditieations were propesed:

o The address ~iee be increased trotn o4 bits to 128 bits (lixed letgthy

s Ondional use of [EEE 802 Address in the low order part of the 128 bit

address.

3 Higher larer protocels e required 1o use the entire 6 by te aderesses,

»  Rouie Header lor extended addressing be elimimated,

Sfter a leng Discussion a proposal {ior the new SIPP was presented. This w.e- adopted

as the core Tor IPng Protonol

4, IPv6 description

IPv6 was designed 1o take an evo'utionary step from [Py, It was nol a design goal 1o
take a radical step away from 1Pv3, The changes [rom IPvd w TPv6 [all primarily into
the following categorivs:

4.1 IPv8 Addressing Architecture

[Pv6 addresses arc 128-bils Tong and are identiliers for individual interfaces and sets
' of interlaces. There are three types
Tabic 3 | sllocated FF} of  IPng  addresses  Cimicast.
T et o am L-a.,g-r, and mufticast).

Hlovation Profovfimge leddross Sprave A Sll'l[:’lf.' inlerlaee may b(.’
WEAP Allovation (TN TRT] 14128 usmgncd mul[iplc addresses with
1Y Allocanion [LRISRIIEE 1128 e, Th - .
Provider-Rased Lnicast nin 14 any lype. e ?pctfsltu. type of
Newtral- Interesnnec - 130 I8 IPvA address is indicared by the
Based Limcast Addresies leading  variable-length  field

Link Local se Auddresse- Te LD In 112y . s . 1
Site Local Use Astdresses it P12 called the Format Prefix {H I8
Muluseast Addresses PIIEIELS 156 Approximately  13% o the

deldress space s allocated. the
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remainder is reserved tor future use [8,11],

4.1.1 Unicast Addresses

Unicast addresses identify a single interface. This address type includes:

Provider Based Unicast Addresses are similar in function to 1Pv4 addresscs under
CIDR. The first 3 bits are FP. (REGISTRY ID) ficld
identifies the Internet address registry which
assigns provider identifiers: (PROVIDER D} 10
Intemnct service providers, which then assign
portions of the address space to subscribers (SUBSCRIBER 1D). This usage is simifar to
assignment of [P addresses under CIDR. The (SUBNET ID} identifies a specific
physical link. There can be mulliple subnels un the same physical link. A specific
subnet can nol span multiple phvsical links. The (INTERFACE ID) idenrifies a single
interface among the group of interfaces identified by the subnet prefix [11].

Local-Use dddresses have 1wo types, Link-Local and Site-Local. The Link-Local-Usc
is for use on a single link for purposes such as auto-address configuration and the Site-
Local-Use is for usc in a single site. For both (ypes of local use addresses the
{INTERFACE ID} is an identifier which must be unique in the domain in whieh it is
being used. In most cases these will use a node’s [EEE-802 48hit address. The
{SUBNET ID ) idenufies a specific subnet in a site. Local-use addresses allow
organizations that are nol (vel) connected (o the global Inlernet to operate withour the

Figure 4 |Provider Based Address|

nced (0 request an address prefix from the global p—— T T T

Internet address space. If the organization later |[ "™ [ 7[R [ '}?J

conneets (o the global Internct. it can use IS { pigure 5 [site-Local address)

(SUB_NE_T ID)_ and (INTERFACE ID} in i b l ab J ;.;",';.'J

combination with a global prefix w creae a o
Figurg 6 [Link-Local Address|

global address.
1Pv6 Addresses with Embedded IPF4 Adddresses. The IPv6 transition mechanisins
include a technique for hosts and routers o dynamically tunnel [Pvé packets over [Pv4
rouling infrastructure. IPv6 nodes that wilize this technique are assigned special 1Pv6
unicast addresses that carry an [Pv4 address in the low-order 32-bits. This type of
address is termed an "IPvd.compalible IPv6 address”. A seeond lype of IPv6 address
which holds an embedded IPv4 address is also defined. This address is used to
represent the addresses of [Pv4-only nodes (those S Lo bl T P

that de not support 1Pv6) as [Pv6 aj:idrcsses‘ This o | &U “ J
lype of address is termed an "[Pv4-mapped 1Pv6 F‘K“':r:" ",ﬁ"mmp.':.[i:.k irv$) -
address”. | Al UU FEFE | TPV Addrees J

Figure ¥ [Provider Based Address|

4.1.2 Anycast Addresses

Anyeas| addresses identify a set of interfaces belonging to different nodes such that a
packel sent to an anycast address will be delivered to the “nearest” member ol the
set. Anycast addresses. when uscd as parl of a route sequence, permits a nede o select
which of several internet service providers it wants to carry its traffic. This capability
is sometimes called "source-selected policies”. This would be implemented by
conftguring ariycast addresses to identify the set of roulers belonging io Internet
service providers 1¢.¢., onc anycast address per Inlernetl service provider). Anycast
addresses are allocated from the unicast address space, using any of the delined
unicast address formats.



Manscure Engincering Journal. (MEJ), Vol, 25, No. 4. Deceriber 2000, L. 35

417 Wuringst Addresses

Multizasi addeesses idenlify o group ol imterfaces. such (hal a packet senl 1o a
multizii: aweltcgs 15 delivered to all of the interfaces in the gronp. An interface may
belong 10 any number of muliicast groups. 11111111 at the slan ol the address
iden:iizs b address as being a multicast address. The high-order 3 2rre biis flags
followed by a T bit width. 7=0 indieates a

permanently assigned {"well-known”) multicast | e I“":::J Pry I T ‘
address, assigned by 1he global internel =
numbzring authority. 7=1 indicawcs a non-
permanently assigned {"transicnt™) multicast address. SCOP is a 4-bil mu.Uicast szope
vilue used o limit the scope of the multicast group. The current defined valua, are.

1 Node-iocal scope 2 Link-local scope 5 Site-local scope

E Global scope 3 Organ:zation-local scope F.Q Reserved

GROUP D identifies the multizast group within the given scope.

Figure % | Muliicast Address|

Predeiined Multicast “ddresses

Fhe multicast aldrer es with the group 1D of zero, ie. FF00: - FEOF-. are reserved
and shkeuic never be assigned 1o any multicast group In addrou b chese, the
lellowing proups are pre-delined.

FEO D adf node-local inidfes FLOD Y qiimade focn romers
FEL2 T al ek locad nodes FRO2 2 ald k- tocal foaters

SFUD 0w ik focad 586 DECE servers wnd relay agenis

4.2 IFv6 Header Fcrmat

The IPvo protocol Header consists of tyvo parts. the basie [PyA header (reforred to by
IPve headert and [Py6 extension headers. The basic IPvf header is shown in Figure 10
and has a0 Octet fived fength, Opuons and somie of e tined lelds thutcpocir inan
1PV 4 datagran beader have been mos ed o extension Leaders in 1Pvé [6].

Trafhe Class @ 8-but Privnty value The ficid enables the souree and.or forwarding routers to identif
wndd distnglish between dilterent classes «r priorities of

; bem Iu"l'.('la,J Cava | gl T IPvl packets.
Ak R [ | R ] . . o .
st e o gt Flow Label © J-bi dfeld. See Quality of Service

i - scetion,
'| ayload Length - [6-ba unsigned mleger. Length of
P e e the rest of the packer foliowing the IPv6 header, {Total
- - length of all extenston headers plus Lransport-level
- - PDUY in octets
_— i Next Header - N-bu sclector ldentifies the ipe of
i header imediate s tollowing the 1P46 header, Uses the
- same values s the [Pvd Protocol field.
- HE Dttty % bk -+ | Hop Limit 3-bit unsigned mteger. Decremented by |
by vach node that forwards the packet. The packet is
dizzarded if Tiop Limit is decremented 1o zero.
Saource Aadress 123 bits The address of the imitial
Figure 10 {IPv6 Header) sender af'the packet
Destnalon Acaress : 128 bits. The address of the
intended recipient of the packet {posaibly ot the altimate recipreal, 1 an optional Routing Header is
present).
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4.2.1 Flow Label

The IPv6 standard detines a llow as a sequence of packels sent from a parlicular
source to a particular {unicast or multicast) destination for which the source desires
special handling by the intenvening routers. A flow is uniquely identified by the
combination of a source address and a nenzero 24-bit flow label, Thus, all packets that
are to be pari of the same tlow are assigned the same flow label by the source. A flow
may compris¢ a single TCP connection or even multiple TCP connections. file
transfer application, which could have one control connection and multiple data
conneclions. A single application may generale a single flow or mulliple flows
{multimedia conlercncing).

4.3 IPV6 Header Extensions

[Pv6 options are placed in separate extension headers that are located berween the
APv6 header and the transport-layer header in a packet. To improve prolocol
performance most [Pv6 extension headers are not examined or processed by any
router along 2 packel’s delivery path until it arrives at {1s final destination. Extension
headers can be of arbitrary length. This feature plus the manner in which they are
processed. permits [Pv6 oplions to be used for funclions which were not practical in
[Pv4. A good examiple of this is the [Pv6 Authentication and Sccurily Encapsulation
options. In order 1o improve the performance when handling subsequent option
headers and the transport protocol which follows, IPvé options are always an integer
multiple of 8 oclets long. in order (¢ retain this alignment for subsequent headers
which leads to performance enhancement. The IPvé extension headers currenly

defined are:

Option Function

Routing Extended Routing {like |Pvd Ioose source route).
fragmentation Fraginentation and Reassembly.

Authentication Integrity and Authentication.

Security Encapsulation Conhdentiality.

Hop-by-Hep Cplion Special opiions which reguire hop by hop processing.

Destination Cpliens Optional information 1o be examined by the destination node.
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5. The Proftazol Comparison

5.1 Addressing

Leagth s " .

Hierarchy #ad assigmurpent
¢fMclency .-

H ratio (accrys3
crslgnmeal =fMiclency)

Multicast Add “essing

Addressing iypes

Readdresaing

New address classes
Representalion

5.2 Header
Al'gnment

Leogth of the base header

Hnndll'!ng

Qptions

32bil

2 leve!s (network nuinber. host
number} resulung low
assigniment efficiency.

3 fixed network classes. A, B,
and €

3*10” Host Pessimistic
2% 10" Host Optimistic.

W s nog supported but then added
with ne scope

Unicast

Broaduast

Multicast Loption to IPyvd 1o

siuppir Y Bone . out wih oo
wiope Tiehl)

Hard and Pawlul

e

Dt el

IMnts
20 stet

Mot simpla

Onfy Routmg aind Fine Slamped
Upuons and they Mnst be
Processed maach pode

L. 37

128bn

More levels which resnits higher
assigniment ¢lficiency

8*10'7 Host Pessimist..
2410 Host Opumisti,

Fmbedde & Is.e "srae-" Tir
W IMprowe Pyl clal eiT

[ eTE
Proside; based
Link-Lucal
Sile-loeal
TPv-3-compatible 1Pty
IPvd-mapped IPv6
ANveast
Multicast with Scope (Globa’.
Focal. Dank, Node. Siey

Simple and can be done
auviomatically by chan:n - the a
stgle tield m the address
iproviders.

NSAP,IPX, and 1Pyl

Colon Hex

44bits
e

Simple as

Some lelds theader length.
Fritzmentation Inlo.) are
removed

Header length is constant and
equals to 40 Octets.

Greater lexibily (Extended
{Jplions}

Reduced the common-case
processing cost as Not all oplions
Must be examined by every rauter
alony the path. New Options are
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8.3 Routing
Ro $‘!A hitecture

Mobdlity, "plog-and-play"”

Host address
sutoconfigursiion

5.4 Common subnet
Interaction

Address Resolution

Redirect Meymge

Mobility

“"dead" router detectinx

Tarck Kamel

Based on hierarchical routing

Weakly Scalable as there is only
single class addressing.

Not Supporied

Not Supported

Radia Perliman siates.

Once an IP address is assigned, it
nust be manually configured into
the appropriate databases {euher
at the endnode or al a BOOTP
server). This, of course. musl be
done correctly, since
misconflguration is difficul o
derect. especially by users who
Jjust want Lo avail themselves of
the secvices of the network-not the
glory of network layer protocols.

ARP uses Browdeast

ICMP Redirect Message

Not supported

Hizh disrnprion

added,

Based on hierarchical routing
specially CIDR. 1t does not
provide any signiticant
improvements over [Pvd, but
provides more scalability.
Improved by adding a “scope”
fleld to multicast addresses.

Suppened

By configuring anycast addresses
to identify the sel of routers
belonging lo intemnet service
providers

Supparted

Aulo-address configuration and
mobility is valid for hosts,
networks, intermerworks

Two mechanisms are provided:
Starelul addressing based on
DHCP. And Siateless 1hat
climinates the requirement of
DHCP server

Nelwork Discovery Prolocol
[mproves inleraction among nodes
{(hosts. routers) on a2 common data-
link subnetwork

ND uses multicast which allows a
significant reduction in the
number ol address resolution-
related imerrupls on

nodes other than the 1arget ol the
resclution.

ND Redirect Message

ND addressing information carries
cxplicit limeouts. Which is
important in the situations whene
the information could be Gairly
dynamic (mobile hosis).

ND improves adaptabiliv ol the
IP routing 1n the presence of node
Supporned
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5.5 Quality-ol-Service
Capabiliiles

5.6 Security

Anthentication and
Privacy Capabilitics

£7 Performance

Noi Supported, only defiault Best
Eifort serviee

Opuonal security label field
Radia Perlman states:

Security is intended to speciiy
how sensitive the information in
the packet is, so perhaps the
routers would choose routes that
stay within the couniny or roules
upon witich link encryplion can be
done... {1P) does not sax what
should be done aboul the security
option, as [ong as routers don't
“ave special code enabling them
to do soinething mrelligent wih il
the security opton will have ng

elfect

Nal Suppuored

E. 3

As rafTic "flows” labeling for
whicl the sender requests special
handling, such as non-default
quality of service or “real lime”
service, 15 valid

Standardized (P-level seourity
service An IP-level security
service can be used o create
virtual secure nelworks ceross the
Inlermet or any public
inlernetwork. [Py6 inciades
tealures that supporn
authentreation and privacs.

Suppaored

1Pv6 includes the detinibon of
exiensions which provide support
for authentication. data intzury,
and contidentiality

Improved as

Reduced number of fields in
header

Opuoens are placed in separate
eplional headers are not
examined or processed by any
rouler on the packet's path. [t
also makes i easier 1o add
additional oprions.

The IPv6 packet header is
fixed-length whereas the [Pvd
header is variable-tength
Packet fragmentation is not
perinitizd by [Pv8 rourers.

From the ahove Table we can deduce that the Security services of IPv6 became
mandatory lealures including integrity and contidentiality. In addition 1o this, IPv6
automales changing 11’ adidresses  Autoconfiguration} which is today a labor-intensive
manual process. Mnlticast is a required lunction in [Pv6 and is used lo support
autoconfiguration. The most important is that [Pv6 is designed to reach High-
performance as the iPv6 header has heen designed Loy high-performanee operation.
This includes carelul structuring ol the header and the inclusion of a field for high-

speed packei swilching.



